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Why Does This Talk Matter?
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You Like Expensive Stuff!

Someone Will Pay You Lots Of $$$ To Do It

You May Need To Secure Many Products

It's A Big Challenge To Secure 100 Products

Provides Practical Approaches To Secure 100 Products

Why Does It Matter?

Why Does It Matter?

Why Does It Matter?

Why Does It Matter?
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Meet Dave!

3

Accountable for Product Security

Cloud-based, self-hosted or installed on 
ŎǳǎǘƻƳŜǊǎΩ ǇǊŜƳƛǎŜ

Part of the products are regulated

Needs to keep the company out of 
the news

Got executives to support him

Avatar generated on avatarmaker.com
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Legal Internal Audit

The Daily Challenges
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IT Services

CISO

Solution 
Management

Hardware 
Solutions

Professional 
ServicesProduct 

Management
Software R&D

Need to secure a singlehigh-Ǌƛǎƪ ǇǊƻŘǳŎǘΦ ²ƘƻΩǎ ƛƴǾƻƭǾŜŘΚ 
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Mapping The Business Owners
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Product #1
V Software R&D
V CISO
V Legal
V Product 

Management
V Internal Audit

Product #2
V Software R&D
V CISO
V Legal
V Product 

Management
V Solution 

Management
V Hardware 

Solutions

Product #100
V Software R&D
V IT
V CISO
V Legal
V Product 

Management
V Solution 

Management
V Professional 

Services
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Will I Finish This Mapping Soon?
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Will I Finish 
This Mapping 
Soon?
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Scoping The Accountability
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Core vs. Extensions
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Customer #1 
Extensions

Customer #N 
Extensions

Core/Vanilla

Customer #2 
Extensions

?
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Difficult To Control All Engineering Parties
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Security 
requirements are 

documented!

APIs are 
documented!

Who cares? 
BYOAPI rocks!!

Software R&D

Professional Services

Application Security
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Resource Diversity & Limitations
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Distinct Technologies
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