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Disclaimer

A Notice: Clients are responsible for ensuring their own compliance with various laws and regulations, including the EuropearetthDat&Enotection
Regulation. Clients are solely responsibility for obtaining advice of competent legal counsel as to the identificatipratation of any relevant laws and L .
NE3JdzA F GA2ya GKIFEG YFe FFFSOG GKS Ot ASydaQ o0dzaAySa3eglafidRs. The producBbdngeysandi KS Of A Sy i 2
other capabilities described herein are not suitable for all client situations and may have restricted availabilitys tBi\b e legal, accounting or auditing
advice or represent or warrant that its services or products will ensure that clients are in compliance with any laationregul

A 1 BM6s statements regarding its plans, directions, and idiscteBon.t are subject to

A Information regarding potential future products is intended to outline our general product direction and it should not be relied on in making a
purchasing decision.

A The information mentioned regarding potential future products is not a commitment, promise, or legal obligation to deliver any material, code or
functionality. Information about potential future products may not be incorporated into any contract.

A The development, release, and timing of any future features or functionality described for our products remains at our sole discretion.

e Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or
performance that any user will experience will vary depending upon many factors, including considerations such as the amount of multiprogramming
in the userds job stream, the |/ 0O configuration, the stacaalpgveanthatdni gur ati on,
individual user will achieve results similar to those stated here.

None of the statements contained herein constitutes legal
advicel itis process advice only.
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e GDPR: A Quick Overview
e Tips to Help You Get Underway
e Q&A

Nothing in this presentation should be considered Legal guidance or direction. IBM
does not provide Legal advice. IBM recommends that your clients consult with the
appropriate Legal Counsel as necessary
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EU Individual
Rights enhanced,
harmonized and
extended globally

A Inform/ access / rectify /
erase / object

A Give or withdraw data
specific consent

A Insight in automatic
decision making

A Transfer personal data to
other provider
(portability)

Broadened
scope
OPer sonal

All direct and indirect
identifiers

Behavioral-, derived- and
self-identified data

Adds biometric and
genetic data

Some exemptions where
data used by government
or for research

I

Organizational
Impact

Dat ao

A Stringent data security & 72
hour breach natification

A Data controller and data
processors liable for
breaches

A Data controllers legally bound
to validate data processor’s
compliance

A Data Protection Officer
obligatory in specific cases

A Conditions for cross-border
data transfer altered

Increased cost
of non-
compliance

Fines up to 4% of annual
turnover or 20 million
Euro

Data Privacy Authorities
empowered

Increased activist and
court activity

Risk / "Cost” of reputation
loss
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Activity Phase

Outcome

ASsess

AConduct GDPR
assessments
across privacy,
governance,
people, processes,
data, security

ADevelop GDPR
Readiness
Roadmap

Aldentify personal
data

Assessments

and roadmap

Identify GDPR
impact and plan
Technical and
Organisational
Measures (TOM)

Design Transform
i ADevelop and
Agffé?ﬂance embed procedures,
training, ' processes, and
communication, tools
and processes ADeliver GDPR
standards training
RDesign privacy, ADevelop/embed
data management standards using
and security Privacy by Design,
management Security by Design,
standards data management
policies

Defined Process
implementation enhancements
plan completed
Includes Data TOMsin place:
Protection controls, Personal Data
processes and discovery,

classification and
governance in place

solutions to be
implemented.

© Copyright IBM Corporation

Conform

Operate

AMonitor, assess,
audit, report and
evaluate adherence
to GDPR standards

AExecute all relevant
business
processes

AMonitor security
and privacy using
TOMs

AManage data
subject access and
consent rights

Operational

Ongoing
monitoring and
reporting

framework in
place

Monitor TOMs
execution; deliver
compliance evidence
to internal and
external
stakeholders

Begin the new
GDPR compliant
way of working
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IBM Security GDPFRamework KeyActivities to address GDPR

] Privacy Requirements Security Requirements

PREPARE: PREPARE:
A Conduct GDPR Assessments, assess and document A Assess Security current state, identify gaps, benchmark
GDPR related policies, maturity, establish conformance roadmaps
A Assess data subject rights to consent, access, A Identify vulnerabilities, supporting Security by Design
ASSESS correct, delete, and transfer personal data DISCOVER:
DISCOVER: A Discover and classify personal data assets and affected
A Discover and classify personal data assets and systems to design Security controls

affected systems
A Identify access risks, supporting Privacy by Design

ROADMAP: ROADMAP:
A Create GDPR remediation/implementation plan A Create Security remediation/implementation plan
PRIVACY BY DESIGN: SECURITY BY DESIGN:
DESIGN A Design policies, business processes and supporting A Create Security Reference Architecture
technologies A Design Technical and Organizational Measures (TOMs)
A Create GDPR Reference Architecture appropriate to risk (encryption, pseudonimization, access
A Evaluate Controller/Processor Governance control, monitoring, etc.)
TRANSFORM PROCESSES: PROTECT:
A Implement and execute policies, processes and A Implement privacy enhancing controls (e.g. encryption,
technologies tokenization, dynamic masking)
TRANSFORM A Automate data subject access requests A Implement security controls; mitigate access risks and security

vulnerabilities
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IBM Security GDPRameworkKey Activities to address GDP}

OPERATE

CONFORM
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Privacy Requirements Security Requirements

MANAGE GDPR PROGRAM:

A Manage GDPR Data Governance Practices such as
Information Lifecycle Governance

A Manage GDPR Enterprise Compliance Programs such as
data use, consent activities, data subject requests

RUN SERVICES:
A Monitor personal data access
A Govern roles and identities

DEMONSTRATE:

A Record personal data access audit trail including data
subject rights to access, modify, delete, transfer data

A Run Data Processor/Controller Governance including
providing processor guidance, track data processing
activities, provide audit trail, preparing for data subject
access requests

A Document and manage compliance program - Ongoing
monitoring, assessment, evaluation and reporting of
GDPR activities

RESPOND:
o Respond to and manage breaches

© Copyright IBM Corporation

MANAGE SECURITY PROGRAM:
Manage and Security Program Practices such as risk
assessment, roles and responsibilities, program effectiveness

RUN SERVICES:

A Monitor security operations and Intelligence: monitor,
detect, respond to and mitigate threats

A Govern data incident response and forensics practices

DEMONSTRATE:

A Demonstrate technical and organizational measures to
ensure security appropriate to processing risk

A Document Security program - Ongoing monitoring,
assessment, evaluation and reporting of security controls
and activities

RESPOND:
o Respond to and manage breaches
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Governance Activities

PRIVACY REQUIREMENTS

Develop data lifecycle
management processes

Maintain enterprise vocabulary

GOVERN _ .
Manage Data Subject Quality

Govern Risk and Compliance

Vendor Management
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Tip 1. Know your vulnerabilities
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Tip 1:ldentify and mitigatevulnerabilities

What is it? Article 35- Data Protection Impact Assessments (DPIA) enable
organizations to identify and mitigate risks of proposed data processing

activities before those activities start. Data Protection includes Privacy and
Security.

Why it matters: Article.35(7)(d)- The Data Protection Impact Assessments

i nclude assessing risks, oO0including safeg
mechanisms to ensure the protection of personal data and demonstrate
compliance with this regulationo
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People Data Applications:

People Risks

AUse Identity Governance
Simplify to identify and
mitigate access risks

Application Risks

wApplication inventory

wldentify and mitigate
vulnerabilities

A Automate user and identity
lifecycle processes

Data Layer Risks

wFind and mitigate knowrmulnerabilitiesg
RDBMS, NoSQHADOOP

wldentify entitlements and activity

s wRemediate user access policy violations
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Tip 1: Set Sall

Identify areas of risk first: most data, most shared, etc.

Consider a consolidated approach to your security assessments
(network, application, data, infrastructure, etc.)

Information Asset Portfolio )
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Tip 2: Create a (good) map
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