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AGENDA

® Unit 42 Mission

@ Why Asia Pacific is a constant target of APT threat actors
® 0-days or known exploits

@ Targeted Attack Case studies

@ What do we learn from the APT attacks

e Way forward




Unit 42 Mission

& unit 42

Analyze the data available to Palo Alto Networks to identify adversaries, their
motivations, resources, and tactics to better understand the threats our
customers face.




Connecting the dots together




Why is Asia Pacific a target of APT ?

Figure 2. Asia’s share (percentage) in global GDP (real USS$ PPP) will increase further
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Why is Asia Pacific a target of APT ?

Scarborough * °
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Paracel
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https://en.wikipedia.org/wiki/Territorial_disputes_in_the_South_China_Sea

Territorial disputes
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Most Targeted Application ?

] Office




Zero-days or Known exploits used

® CVE-2010-3333 — Microsoft Office Remote Code Execution Vulnerability

® CVE-2012-0158 — Microsoft Office Remote Code Execution Vulnerability

® CVE-2017-0199 — Microsoft Office/WordPad Remote Code Execution Vulnerability.




SPEAR PHISHING + DECOY

SPEAR PHISHING EMAIL
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ACTOR
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TROPIC TROOPER targets
the Taiwan Government

Who is Tro

pic Trooper?



TROPIC TROOPER TARGETS THE TAIWAN GOVERNMENT

Hd9 O+ 9|5 ESZEZER - Message (HTML) o B R

m' Message ) 9

@ This message was sent with High importance,

From: . ™ Sent: Tue 8/2/2016 9:28 AM

To: «@ey.gov.tw

Cc TARGETED SPEAR-PHISHING

5_1‘”: ........ y‘%i?&iziﬁéii?éﬁ A EMAIL WAS SENT TO THE

Ri—T ' - SECRETARY GENERAL OF
BEASHIEH. = EXECUTIVE YUAN, TAIWAN

GOVERNMENT
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DECOY USED BY TROPIC TROOPER
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TROPIC TROOPER PAYLOAD EXTRACTED AFTER

DECRYPTION

Key Ciphertext Cleartext
0 ~0x45218 = OxFFFBADES >> 1 = Ox7FFDD&F4 Ox7FBDBCB9 0x00905a4d = MZ\x90\x00
1 0x7FFDD6F4 >> 1 = Ox3FFEEBTA Ox3FFEEB79 0x03 = \x03'\x00'x00\x00
2 O0x3FFEEB7A >> 1 = Ox1FFF75BD Ox1FFF75B9 0x04 = 'x04\x00\x00\x00
3 0x1FFF75BD >> 1 = 0xBFFFBADE Ox8FFF4521 OxFFFF = \xff\xff\x00\x00
19 0x75BD1FFF >> 1 = OXBADEBFFF 0xD2BAAE32 0x685421CD = \xcd!Th
20 OxBADESFFF >> 1 = 0xDDBF47FF 0xAD4F3496 0x70207369 =is p
21 0xDD6F47FF >> 1 = OXEEB7A3FF 0x9CDOCC8D 0x72676F72 = rogr
22 OxEEB7A3FF >> 1 = OxF75BD1FF 0x947BBCIE 0x63206D61 =am ¢
23 0xF75BD1FF >> 1 = OxFBADESFF 0x94C38B69E 0xBFBEBEB1 = anno
24 0xFBADESFF >> 1 = 0xFDD6F47F 0x98B4D40B 0x65622074 =t be
25 0OxFDDEBF47F >> 1 = OxFEEB7A3F 0x909E081F OxBE757220 = run

HIDDEN PAYLOAD EXTRACTED
AFTER DECRYPTION
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EXPLOIT & MALWARE USED

® Exploit - CVE-2012-0158 (no surprises)

® Malware —Trojan : Poison lvy

® Investigations on related infrastructure provided details of other tools

being used by Tropic Trooper

o Yahoyah
o PCshare
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INFRASTRUCTURE AND ASSOCIATED MALWARE

i e

Yahoyah

= PCShare .
= =
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NEW DECOYS USED IN RECENT SAMPLES

SUGGEST TARGETS IN VIETNAM

| Al - fe | cONG HOA XA HOI CHU NGHIA VIET NAM

A

1 | cONG HOA XA HOI cHU NGHIA VIET NAM
2 |Bclap - T do - Hanh phiuc

3

4 SO'YEU LY UCHTU THUAT Recent samples show that the
5

6 |Hova tén: L& Trong Nghia Sinh ngay:24/04,/1990 Mam/ N Nam ta rgets are in Vletnam too

7 |Dantdc: Kinh Tén gido:khéng  Ngay nhdp ngl (Ky HOLD): s

8 Cap bac:.. .ChiFc ...

9 |Bon vi congTac Phong QTHT. TrungTam CNTT-VWTNet . .

10 |58 CMT: 168348853 Ngay cdp:29/12/2007 Noi cdp: Ha Nam Payload dropped . PIVV

11 Mgay vao Dang (Doan): Doan: 26/03/2013 Chinh thiFe: e

12 |Trinh d0 van hoa: 12/12 Chuy&n méan nghiép vi: CNTT Sha res samem Utex

13 | Qué quéan: Thi Tran Qué- Kim Bang- Ha Nam

14 | Chd & hién nay: Tay MA- TOF Ligm- Ha NAi

15 TINH HINH KINH TE - CHINH TR] - XA HO1 cUA G1A DiNH

16

17 B0 Gé: L& Ngoc Sorn Sinh ndm: 1961 Mghé nghiép: Céng chire x4

18 | Qué guan: Thi Trén Qué- Kim Bang- Ha Nam

19 Nei & hién nay: Thi Tran Qué- Kim Bang- Ha Nam

20 N céng téc: UBND Thi Trén Qué- Kim Bang- Ha Nam

21 | Théi @0 chinh tri t0F trrdre 3én nay lam gi cho céch mang, cho ché ad ol (yeu cdu ghi rd thivi gian tham gia, cdp |

oalo

WET .rm"““
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SPEAR-PHISHING EMAIL

Sent  Thu 12/24/2015 4:01 PM

=] Mesugll ] appreciation_letter.doc (6 ME)

Please see.

» &

Embassy of India
Ambassador to Afghanistan Kabul

o TARGETED SPEAR-PHISHING
e ——— EMAIL WAS SENT TO THE

Sent: 24 December 2015 01:02
To:

L ——————
Subject: Manohar Parrikar: Letter of appreciation for your remarkable achievements A M BASSA DO R O F I N D I A I O
[x] Right-click hare to download AFG HA N IS I AN
pictures. To help pratect your
privacy, Outlook prevented

automatic download of this
picture Fram the Inkernet,

It is my sincere pleasure to express my appreciation for the truly commendable contribution
you have made to the successful accomplishment of our detachment mission. Your individual
dedication, knowledge and exemplary efforts assisted immeasurably in the development and
overall final success of a revolutionary project of the highest national interest. Additionally, you
have shared in the praise frequently received from the highest levels of government. | have
attached a letter of appreciation for your extra-ordinary work in the field of Defence.

Warm Regards -
Ministry of Defense
FWD: Manohar Parrikar

Jai Hind




INFECTION FLOW

RTF file exploiting

CVE-2010-3333 newsumbrella,net/neds/lat3st wlrd/systemupdateAP| exe

, PN

successful exploit resulting in the downloader being installed

WindowsSecurityService2 .exe

f I

I I

| |

I I

I I

') | |
.r! | |
/ I I
I |

| |

| |

| |

I |

I |

I I

openald2.dll  libsndfile-1.dll

& @

Downloading 'Rover' along with its dependencies highgu210.08  Cxcore210.dl
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BACKDOOR COMMANDS

Command

Description

CAMERA

Take photos using system webcam and store them
as c:\system\camera.jpg before sending to the C2.

AUDIO

Record audio from default audio input as
c:\system\audio.ogg and sending it to the C2.

SCREEN

Take a screenshot and save it as
c:\system\screenshot.omp then send it to the C2.

KILL

Remove persistence registry entry and terminate
itself.

20
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POC on OpenCV library to capture video from

webcam
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NetTraveler TARGETS DIPLOMAT OF UZBEKISTAN

2 2015.12.11 - Unicode (UTF-B)

{ File Edit  View Tools Message Help .—?,.
ﬁ“' ﬁ‘ ‘*ﬁ . x \) '\) A%
Reply Reply Al Forward Print Delete Frevious et Addresses
From: daap
Date: Saturday, December 12, 2015 3:56 AM
To: A sy -UZ.on
5” o TARGETED SPEAR-PHISHING
ubject: 20151211
Attach: ‘@ 2015.12.11_cpokn CIT 2015 B Yebe. doc.doc (317 KB) ‘ EMAIL WAS SENTTO A

DIPLOMAT OF UZBEKISTAN

C yEameHHEM,

JATC MHA Poccun
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#RSAC

NetTraveler Targets diplomat of Uzbekistan

POCCUS YDA 2015
2015E MBS %
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Infection Flow

Attachment exploiting CVE-2012-0158

2015.12.11_cpokw CI'T 2015 & Ype.doc.doc

Decoy word doc:
~$.doc

[C:\Documents and Settings
\AdministratoriLocal Settings

Temp!]

J
Payload:
DW20.exe
[C:\Documents and Settings\AdministratoriLocal Settings
\Temp\DW20.exa]
777777 ~ oo

Sycmentec.config

[G:\Documents and Settings\Ag#hini Local Setti 0y

Configuration file:

config.dat CERTAPL.DLL

[C:\Documents and Settings\AdministratoriLocal ciwindows\systemiCERTAPL.DLL
Settings\Temnp'RarSFX0\confi.dat]

DLL SIDE-LOADING
TECHNIQUE USED TO DROP
THE MAIN NETTRAVELER
PAYLOAD




NetTraveler configuration

il —Tx =T
push offset aRastls_dll ; "\\rastls.dll"”
push esi
lea eax, [ebpiDest]
push offset aSs ; "ists"
push  eax ; Dest
call ebx ; sprintf
add esp, 10h
lea eax, [ebptDest]
push edi 7 hTemplateFile
push 80h 7 dwF. ttributes
push 3 ; dwCreationDisposition|
push edi + lpSecurityAttributes
push 1 7 dwShareMode
push 80000000k ; dwDesiredAccess
push eax ; lpFileName
call ds:CreateFileA
cmp eax, OFFFFFFFFh
mov [ebp+hObject], eax
inz short loc_100042D0
1
=]
loc_100042D0: ; dwMoveMethod
lpush  FILE_END
push edi § lpbDistanceToMoveRigh
ipush =0BOh ; lDistanceToMove
ipush eax 7 hFile
jcall dsi5etFilePointer
\cmp eax, OFFFFFFFFh
joz short loc_100042F2
1
=

lee_100042P2:
le eax, [ebptHumber0fBytesRead]

push edi § lpOverlapped
push eax ; lpNumberOfBytesRead
push  0BOh  aNumberOfBytesToRead
push offset aNttpl92 168_3_ ; "http://192.168.3.201/downloader2013/asp”
push ebp+hobject] 3 hFile
call dsiReadFile
test eax, eax

iz short loc_l100042E4

(1

|~

mov dl, Default

push 40h

[pop ecx

xor eax, sax

lea odi, [ebptvar 118]

mov [ebp+FileName], dl

rep stosd

stosw

stosb

push 40h

xor eax, sax

pop x

ec;
lea edi, [ebptvar 4A7)

mov [ebp+filename neverused], dl

push esi

rep stosd

StosW

stosb

lea eax, [ebp+FileName]

|push offset s_config dat ; "is\\config.dat"
push eax 3 Dest

call abx ; sprintf

NetTraveler
obtaining its
configuration
from rastls.dll




#RSAC

NetTraveler DLL embedded in sycmentec.config

Oe Of

ae 1 et 17 Lk I LT ] . 4 0 Ja] 1 Q

00000930 £f 3% 7a 77 9f al Bl &8 g8 £4 b3 7L fc 22 UL fe ¥ozw¥ [ " °6° u"lp
00000940 35 57 1f db 3 3 77 9f c8 81 86 SH.f%:m.fEZHﬁTH‘ 00000S 20 635 ac 2 1 00 ¢ de 1 0f e8 bE £
00000950 88 £f4 b £ b4 bb kb bbb bb (n[u]l £ f 1 | i1 f i

00000960 22
00000270
0oooogs0
00000350

uaoouzal

n]
n
i
=
n
h

0000
00000s
0ooo
00000930 £ff f ff § 4 04 4 Oc ] 10

e? 77 74 77 '{'Uwrm,-'u-J_‘;—.:-ur_w [l [ I ILX_{ Ea 90 O 03 00
000009cOo 7ot MY T M WWSWWW " " W L 00000s 00 00 04 00 00 o ff ff 00 00 hé 00 OO0 OO OO0 OO0
0oooo9do [ B A S O S o S A A A Y A T T WL LTI 0000 00 00 40 00 oo 00 00 00 O0 OO0 QO QO 0O 00 o0
00000%2e0 T 17 N R R W T WTI T oooo oo 0Of 0 0 oo i oo oo 0o 00 00 00 00 OO0 OO0 008 Beoveeevonnmnnens
000009£0 1779 cd 79 77 c3 T tnmr’ntg‘wfx 00000¢ 00 O 0 0f 0o | f 0 00 00 Oe 1f ba Oe 00 B4l L.oeee®ennne
00000a00 23 1f le 04 57 07 05 18 - 00000 09 cd 21 b8 01 4c cd 21 o4 68 69 73 20 70 72 I!',.LI!This ptqg

00000aln
00000az0

00000 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 fram cannot be o

0pooo 75 Be 20 69 fe 20 44 4f 53 20 6d 6f 64 65 2e 0d i in DOS mode..

00000a30 77 77 3d 43 0 79 22 ¥ Sumngww=C . g 00000 0d 0a 24 00 00 00 00 00 00 00 da 34 74 c3 0Oe 55 Al e oo JTach. 1]
00000a40 6d e7 27 00 66 &7 7b 22 ney 'mey me ' Eg{"” lufululu la 90 0e 55 y Oe 55 la 90 50 77 9 Oc 55 LU0 Pl L1
00as0 6d e7 6 3d 66 7 7§ ZZ cl mg.=fgx" 00000 la 90 75 49 16 90 0Ob 55 51 4a 11 9 Of 55 Ul ar.n .

6d e7 16 3d 67 e7 g mg.=gg}” 00000 la 20 8d 49 14 90 0a 55 51 4a 09 Ja 55 Ul ad.n .y
00000a70 6d &7 79 6d &7 ng.=ig} "My mex" 00000 la 90 61 4a 1le 90 0Oa 55 De § la 90 Of 55 .U.0.0.1.9
00000as0 6d e? 79 2Z 6c e7 b9 Z2 ng® - "meyTlgt” 0o0an la 90 cd 5a 45 90 0f 55 la 90 0Oe 5! 1b 8 e 55 LUL0 1L I
0oo

E:I:
c°

00ag0 6d e7 91 3d 6 el ng®-0gl mg *=feq” 0oaoo la 90 ¢ 47 90 1b 55 la 90 ef6 4a 11 90 06 55 Ul g . g
00aal0 6d e7 7777 WE%. - - ¥ MU ufufululu la 90 52 69 63 68 0Qe 55 la S0 00 00 OO OO 0O OO NI —

00abl 79T 27 3E 97T 97 3b 76 72 07 70 5c ic 2 e an <y [ (10000 00 00O S50 45 00 00 4c 0l 05 00 07 2b 4b 56 00 00 .PE..L...




C2 Infrastructure

Mo, Source Destination “ Protocol Length  Info
58 192.168.167.195 192.168.167.1 oNS 79 standard query Ox0add A www. voennovosti.com
62 192.168.167.1 192.168.167.195 DNs 95 standard query response OxQadd A 98.126.38.107 C2 FESO|VeS to

= qQueries & 198.126.38[.]107’ Wh'Ch

F owww.voennovosti.com: type 4, class IN

N ;n:n\::r.-\s.rnennwnsti.cum: type 4, class IM, addr 9B8.126.38.107 IS hOSted by Krypt
nMame: www.voennovosti. com .
Type: & (Host address) TeChnOIOgleS.

class: IN (0x0001)

Time to 1ive: 2 hours

pata length: 4

addr: 98,.126.38.107 (098.126.38.107)

| %

Q00
Qo010
0020
0030
Q040
0050
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DLL side loading techniques continues to be used

@ JP CERT report on attacks targeting Japan

Apr 03, 2017

RedLeaves - Malware Based on Open Source
RAT

Hi again, this is Shusei Tomonaga from the Analysis Center.

Since around October 2016, JPCERT/CC has been confirming information leakage and
other damages caused by malware ‘RedLeaves’. It is a new type of malware which has
been observed since 2016 in attachments to targeted emails.

This entry introduces details of RedLeaves and results of our analysis including its
relation to PlugX, and a tool which is used as the base of this malware.

How RedLeaves runs

To have the RedLeaves injected into the process of Internet Explorer, the following steps
will be taken (Figure1):

A
EXE

[vi] Executel l @ Create 3 files

¥
A ) Load h h
I —

®

Legitimate Loader Encoded
appllcation RedLeaves

' ® Launch/Inject

&

Internet Explorer

Figure 1: Flow of events until RedLeaveas runs

@ South Korean media reports on recent attacks
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What do we learn from the attacks?

@ Threat actors continue to use old proven exploits — and it works.

@ Threat actors employ new techniques to by-pass traditional security
systems. We need to understand the TTPs to better defend against the
threats.

@ Asia Pacific continues to experience large number of growing targeted
cyber attacks.

® Many threat actors continue to use same hosting providers for their
C2 infrastructure
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WAY FORWARD

® The risk from these attacks can be reduced significantly if systems are
patched on a timely basis. PATCH PATCH PATCH!!!

@ We need to understand the TTPs to better defend against the threats.
® Focus on “Preventing” a successful cyber attack.
@ Education on the modus operandi of the threat actors.

® Unit 42 research includes TTPs and IOCs which is accessible to the
public. Tools and resources also published in Github.
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Questions ?

THANK YOU
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